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Power CPS Fault Modeling Analysis Based on DEMATELASM
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Abstract: In the trend of Energy Internet power information fusion risk control will be more and more uncertain and
complex. This paper mainly studies the risk transmission structure of power CPS from the perspective of complex acci—
dent system. Firstly this paper constructed a power CPS accident system on the basis of the concept of complex acci-
dent system and summarized power CPS accident risk factors. On this basis a DEMATEL-SM interpretation structure
model was established to analyze the relationship between the accident factors. Then the hierarchical structure and the
complex network structure model were obtained. Finally the paper analyzed the development trend of risk transmission
under the power information fusion. The research showed that with the deep fusion of power information the relation—
ship between risk factors becomes closer and the failure of key nodes is more likely to cause largescale system col-
lapse.
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Tab.2  Analysis of eigenvalue of interaction between power CPS accident cause factors
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7 CPS

Fig.7 Power CPS accident cause factor hierarchical structure chart
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1 CPS
Tab. 1 Power CPS case library
CPS

1 2002 8

2 2003 8

3 2003 8

4 2003 9

5 2005 9

6 2005 1

7 2005

8 2006 9

9 2006 6 N
10 2008 5

11 2008

12 2009 2

13 2009 8

14 2009 11 N 6 000
15 2010

16 2011 3 N

17 2012 7 N
18 2014 9

19 2015 10 “BlackEnergy”
20 2016 6




